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INTRODUCTION

In trade secret cases, vagueness and obfuscation are the great-
est enemies of the defense. In defending these cases, your job is to 
require plaintiff to delimit and define its position on the key issues 
which are: (1) what is the claimed trade secret; (2) on what theory of 
misappropriation is the plaintiff proceeding; (3) how did the alleged 
misappropriation cause the plaintiff harm, and how is it attributable 
to defendant; and (4) what legally cognizable harm did the plaintiff 
allegedly suffer, and was the misappropriation the cause of the harm. 
It is the plaintiff ’s burden to offer factually and legally viable premises 
and arguments in answer to these questions, and to proffer a coherent 
set of conclusions that connect these points.

Thus, the key to a successful defense is for a defendant consistently 
to demand specificity from the plaintiff during the pleading and dis-
covery stages, through motions challenging the pleadings, specific 
discovery requests, and motions to compel if necessary, to take advan-
tage of the many legal doctrines available to limit or invalidate many 
trade secret misappropriation theories. Some of these legal doctrines 
and strategies are summarized below.

NARROW THE CASE BY ARGUING PREEMPTION 
UNDER THE CALIFORNIA UNIFORM TRADE 
SECRET ACT (“CUTSA”)

California trade secret law is codified by the California Uniform 
Trade Secret Act (CUTSA).1 Under California Civil Code section 
3426.7(b), the CUTSA “preempts common law claims that are ‘based 
on the same nucleus of facts as the misappropriation of trade secrets 

claim for relief.’”2 Silvaco, which is the leading California case specif-
ically addressing this issue of preemption, emphasized the sweeping 
nature of the CUTSA:

[A] prime purpose of the [CUTSA] law was to sweep away the 
adopting states’ bewildering web of rules and rationales and re-
place it with a uniform set of principles for determining when one 
is—and is not—liable for acquiring, disclosing, or using ‘informa-
tion…of value.’ (See § 3426.8.) Central to the effort was the act’s 
definition of a trade secret. (See § 3426.1, subd.(d).) Information 
that does not fit this definition, and is not otherwise made proper-
ty by some provision of positive law, belongs to no one, and can-
not be converted or stolen.3

Under the majority rule, the CUTSA preempts all common law 
tort claims that sound in trade secret misappropriation even where 
the claims are based on the misappropriation of information that 
does not satisfy the definition of trade secret under CUTSA.4 This 
is a potent argument for the defendant. The Defendant can rely on 
this argument of preemption to try to eliminate all other quasi-trade 
secret causes of action, including claims alleging breach of fiduciary 
duty, breach of confidence, breach of loyalty, conversion, misrepre-
sentation, interference with contract, or unfair competition, even 
those arising from the same common nucleus of operative fact as the 
trade secret claim. The argument of preemption could be used to de-
feat the plaintiff ’s argument that the alleged confidential information 
does not rise to the level of a trade secret, and should therefore be 
considered under the common law of tort.5
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Under the majority rule, the issue of the CUTSA preemption fo-
cuses on the facts alleged in the complaint and, therefore, preemption 
can be successfully asserted in a motion to dismiss or demurrer.6 Un-
der the minority rule, however, the court will allow discovery regard-
ing the nature of the common law tort claims to determine whether 
the confidential information underlying the tort claims is “less than” 
the requirements for a trade secret. If so, the courts under the minori-
ty rule may decide that the common law claim is not preempted and 
deny the motion to dismiss:

This Court agrees with the approach taken by other courts within 
this district: ‘To the extent the claim is based on these trade se-
crets, it cannot go forward. However, [the plaintiff] may continue 
to pursue the [tort claim] so long as the confidential information 
at the foundation of the claim is not a trade secret, as that term is 
defined in [the CUTSA]. If, in subsequent pleadings or briefs, or 
at trial, it is established that the disclosures on which [the plain-
tiff] bases this claim were trade secrets, the claim will be dismissed 
with prejudice.’7

Under either rule, it is crucial for defense counsel to require the 
plaintiff to explain, at the pleading stage and in discovery, the extent 
to which its common law claims differ from its trade secret claim. Al-
though this may not be dispositive at the pleading stage before courts 
following the minority rule, if the defense can establish through dis-
covery that the common law claims significantly overlap with the 
trade secret claim, those claims could be successfully attacked on a 
motion for summary judgment or a trial.8

STRATEGICALLY REQUIRE ADEQUATE 
DISCLOSURE OF TRADE SECRET

Under the California Code of Civil Procedure Section 2019.210, 
a plaintiff alleging a trade secret claim is required to disclose the al-
leged trade secrets with “reasonable particularity” before beginning 
discovery.9 Many, but not all, federal courts within the Ninth Circuit 
incorporate this or a similar threshold requirement either as binding 
substantive law or as part of simply “managing” a trade secret case.10

Regardless of whether the letter or the spirit of Section 2019.210 
applies, defense counsel should prod the plaintiff into abiding by its 
fundamental discovery obligation to identify specifically its alleged 
trade secrets. The push to have the plaintiff specifically identify its al-
leged trade secrets should be made strategically. While this is often 
done by a motion to compel during discovery, sometimes it makes 
sense not to move to compel, but instead to use inadequate discovery 
responses to set up a motion for summary judgment, a motion to ex-
clude evidence at trial (e.g., motion in limine to exclude evidence regard-
ing unidentified trade secrets), or to exclude certain arguments at trial.

The proper strategy will depend on the particular facts and dy-
namics involved in each case. The key from a defense perspective 
is to recognize early in the case the plaintiff ’s obligation to identify 

specifically the alleged trade secrets and wield this to your advantage. 
Ultimately, the plaintiff will need to show protectable trade secrets, 
causation, and damages; the defense should seek to identify the weak 
links in this chain early on and determine the best strategy to exploit 
them, whether it be a motion to dismiss, motion to compel, motion 
for summary judgment, or motion to exclude evidence at trial.

CHALLENGE INVALID TRADE SECRETS 

It is well settled that for information to constitute a protectable 
trade secret it must be: (1) secret; (2) have actual or potential eco-
nomic value because it was secret; and (3) the plaintiff made reason-
able efforts to keep the information secret.11 The plaintiff has the bur-
den of proving all of these elements.

Defendants should consider several key challenges to alleged trade 
secrets. First, if the information is publicly available or has been dis-
closed, then it is not a trade secret. The CUTSA requires both secrecy 
and reasonable steps to preserve secrecy.12 Plaintiff ’s disclosure of the 
trade secret—even if inadvertent—can be fatal.13 One material dis-
closure can trump an array of well-crafted policies and procedures 
designed to protect a trade secret.14 

Second, the defense should argue that trade secret information 
must exhibit at least “minimal novelty.”15 Although “[n]ovelty, in the 
patent law sense, is not required for a trade secret,…some novelty will 
be required if merely because that which does not possess novelty is 
usually known; secrecy, in the context of trade secrets, thus implies at 
least minimal novelty.”16 In short, information that is too generic or 
obvious is arguably not a protectable trade secret.17 

Third, the defense should consider whether the plaintiff has prov-
en or can prove that the specific trade secret claimed has “actual or 
potential” economic value because it was secret.18 A trade secret must 
be “sufficiently valuable and secret to afford an actual or potential eco-
nomic advantage over others.”19 A court will often require a plaintiff 
to present specific evidence that the trade secret has value because of 
its secrecy—such that general evidence about the amounts spent on 
research and development and the like may not suffice.

Finally, the defense should argue that plaintiff has not demon-
strated it undertook reasonable efforts to maintain the secrecy of the 
alleged trade secrets. To the extent that Plaintiff did not sufficiently 
advise employees of the existence of the particular trade secrets, re-
quire employees and third parties to sign confidentiality agreements, 
or limit access (both physical and electronic) to the trade secret on a 
“need to know” basis, this may be ground to challenge the existence 
of a claimed trade secret.20

COMPEL PLAINTIFF TO ARTICULATE 
MISAPPROPRIATION THEORIES

Defense counsel should compel the plaintiff, as part of the plead-
ing stage and throughout discovery, to identify specifically its misap-
propriation theories. This is important for two basic reasons.
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First, although there are three general types of trade secret mis-
appropriation—acquisition, disclosure, and use of the trade secret—
there are various scenarios in which acquisition, use, or disclosure of 
an alleged trade secret is not “misappropriation” as a matter of law. 
Acquiring trade secret information by independent efforts, reverse 
engineering, public sources or literature, or pursuant to a license 
agreement is not considered misappropriation.21 Neither is mere 
possession of a trade secret considered a misappropriation; case law 
indicates that mere possession of a trade secret is itself not wrongful.22 
Without actual use or disclosure, the “commercial value” of the secret 
that is merely possessed is arguably not “impaired.”23 Further, if plain-
tiff is pursuing a misappropriation theory based on “acquisition” or 
“use,” some cases indicate there is an additional knowledge or intent 
requirement.24

Second, requiring the plaintiff to identify specifically its misappro-
priation theory allows the defendant to understand and effectively 
challenge the chain of causation plaintiff is pursuing. It is the plain-
tiff ’s burden to show that the alleged misappropriation by defendant 
caused damage to the plaintiff.25 Even if the plaintiff has specifically 
identified protectable trade secrets, which were then “misappropriat-
ed,” but cannot establish that defendant’s misappropriation caused 
the damage, the plaintiff should not prevail in the case as a matter 
of law. Thus, if the defendant can question the plaintiff ’s theory of 
causation sufficiently such that the plaintiff ’s answers limit its theo-
ry of causation, the defendant may have a basis for defending against 
the claim on the basis that there is no causation, or perhaps even 
dismissing on the basis that the damage was not caused by defen-
dant’s acts.

Thus, consistent pressure on plaintiff, through pleadings and dis-
covery, to identify specifically its trade secret and misappropriation 
theories can highlight the lack of crucial elements related to defen-
dant’s acts and provide defendant with the legal opportunity to attack 
the claim of trade secret misappropriation. 

CHALLENGE CAUSATION

As noted above, by pressing the plaintiff during the pleading stage 
and in discovery to specifically identify its claimed trade secrets, mis-
appropriation theory, and damage theories, defense counsel will be 
in the best position to attack the plaintiff ’s trade secret premises and 
conclusion. It is the plaintiff ’s burden to submit sufficient evidence to 
establish the three legal elements of a trade secret misappropriation 
claim, and to establish that defendant was the proximate cause of the 
damage as a result of that misappropriation.

The plaintiff may try to tender vague or conclusory trade secret 
allegations and then obfuscate during discovery. By pushing the plain-
tiff, through the use of tightly drafted discovery requests and appro-
priate motions, to identify specifically these three elements—trade 
secrets, causation, damages—defense counsel will be in the best 
position to expose any factual and legal weaknesses in the plaintiff ’s 

theories, and possibly defeat a claim of trade secret misappropriation.
As discussed above, the plaintiff must show that the defendant’s 

actions proximately caused legally cognizable damage to the plain-
tiff.26 “In some cases, the mere acquisition of a trade secret, as distin-
guished from a related disclosure or use, will not result in damages 
and will only be relevant to injunctive relief.”27 And if the plaintiff can-
not show that the alleged trade secret was used or disclosed in a way 
either to harm the plaintiff or benefit the defendant, there may not be 
any basis for recovering damages.28 

REQUIRE PLAINTIFF TO ARTICULATE ITS 
DAMAGE THEORY(S)

A trade secret misappropriation plaintiff may seek an injunction 
and three types of compensatory damages: (1) damages for the plain-
tiff ’s “actual loss;”29 (2) unjust enrichment if the defendant received 
“a benefit that it otherwise would not have achieved;”30 and (3) a rea-
sonable royalty “for no longer than the period of time the use could 
have been prohibited.31 A trade secret misappropriation plaintiff may 
also recover punitive damages up to two times the compensatory 
damages if the defendant acted willfully and maliciously.32

As a threshold matter, defense counsel should clarify with plaintiff 
which theories plaintiff is pursuing to understand what evidence is 
needed to rebut each theory and determine additional grounds for 
challenge. For example, an attempt to recover for plaintiff ’s actual loss 
requires a close examination of plaintiff ’s finances, which may in turn 
give rise to a challenge that such profits are unduly speculative.33

By contrast, if plaintiff is pursuing an unjust enrichment theory, 
the focus shifts to the defendant’s finances and the extent to which it 
should be required to disgorge the benefits accruing defendant from 
the trade secret. “A defendant’s unjust enrichment is typically mea-
sured by the defendant’s profits flowing from the misappropriation.”34 
Thus, if the plaintiff ’s loss does not correlate directly with the benefit 
to the defendant, proof of unjust enrichment becomes more difficult 
because “there is no standard formula to measure it.”35 In such cases, 
unjust enrichment could be measured by defendant’s increased pro-
ductivity, defendant’s cost savings or defendant’s increased market 
share.36 If Plaintiff is seeking a reasonable royalty, it must first show 
that “neither damages nor unjust enrichment are provable.”37 Given 
the many possible approaches for seeking and proving damages, de-
fense counsel should act promptly to determine from plaintiff the par-
ticular damage theories plaintiff is pursuing and take any legal action 
necessary to ensure that they are clearly pleaded.

Defense counsel should aggressively wield the rule that the plain-
tiff may only recover damages attributable to the unlawful conduct. 
In other words, the plaintiff and its expert must segregate between 
damages attributable to misappropriation versus those attributable 
to lawful competition or other factors.38 Thus, to the extent that the 
plaintiff ’s damage theory encompasses non-recoverable items or 
amounts, such as the defendant’s profits from sweat equity and busi-
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ness expenses (under an unjust enrichment theory), plaintiff ’s dam-
ages theory should be challenged by defense counsel.

A defendant should also consider other challenges to the partic-
ular damage theories propounded by the plaintiff, including: (1) ar-
guing that any lost profits theory is speculative;39 or (2) arguing that 
reasonable royalty can only be sought after a finding of no actual dam-
ages or unjust enrichment.40

LAY THE GROUNDWORK FOR CLAIMING 
ATTORNEYS’ FEES

There are two primary strategies for seeking attorneys’ fees after 
prevailing in a trade secret case. The first, and most obvious, approach 
is to pursue attorneys’ fees under California Civil Code section 
3426.4. This section allows a prevailing defendant in a trade secret 
misappropriation case to obtain a discretionary award of attorney’s 
fees and costs if the plaintiff ’s claim is made in “bad faith.” Case law in-
terpreting this section holds that “bad faith” requires both: (1) objec-
tive speciousness; and (2) subjective bad faith.41 This can be a difficult 
standard to meet. Still, one court recently imposed attorneys’ fees on 
a losing plaintiff in a trade secret case in large part because the plaintiff 
never adequately identified the claimed trade secret.42

A second approach, not limited to trade secret cases, is to use 
requests for admission to lay the groundwork for an attorneys’ fees 
claim. At the outset of a trade secret case, the defendant should pro-
pound requests for admission on the fundamental trade secret ele-
ments. Given that the plaintiff will likely deny all such requests, should 
plaintiff prevail in its case, defendant will be in a good position to seek 
its attorney’s fees if defendant can prove that the plaintiff ’s denials in 
answer to the requests for admission were not based on “reasonable 
grounds.”43 7
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